ITamsaTka nos o0yyaromuxcs 00 nHGOPMALMOHHOI 0e30aCHOCTH JeTeil

Heunp3s
1. Bcem moapsin cooOIaTh CBOK YacTHYIO HHGOpMaluio (HacTosmume uMs, paMmuiuio, TenedoH, aapec, HoMep LIKOJIbI, a
Taroke Gororpaduu cBou, cBoeil ceMbu U Ipy3eit);
OTKpBIBaTh BIOKEHHBIE (haliilbl HIEKTPOHHON ITOYTHI, KOT/Ia He 3HACUIb OTIPABUTEIS;
I'pyOuTh, IpUANpATHCS, OKA3BIBATH AABJICHHUE - BECTH ce0s1 HEBEXKIIUBO U arpeCCHBHO;
He pacniopsixaiicst IeHbraMu TBOEH ceMbH 0€3 pa3pelIeHusl CTapIINX - BCET/1a CIpalliBai poauTeNeii;
. He Bcrpeuatics ¢ THTepHET-3HAKOMBIMH B PEaIbHOI )KU3HH - TOCOBETYICS CO B3POCIBIM, KOTOPOMY JOBEPSCIIb.
OcTOpOXKHO

A wN

1. He Bce numyt npasay. Yuraenib o cebe HenpaBay B IHTepHETE - cOOOIIN 00 3TOM CBOMM POJUTENISAM HIIH ONEKYHAaM;
2. IlpurnamaroT mepenuceBaThCs, UrPaTh, 0OMEHUBATECS - IPOBEPD, HET JIH TIO/IBOXA;
3. HesakoHHOe KomHpoBaHue (aiioB B IHTepHETE - BOPOBCTBO,
4. Bcerna paccka3biBaii B3pocibIM O IpoOIeMax B CETH - OHH BCET/Ia IOMOTYT;
5. Hcnosp3yii HACTPOHKH 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE TIOTEPATH CBOU AKKAYHTBI B COIICETAX U JPYTHX
mopranax.
MoxHo
1. VYBaxail qpyrux nosb30BaTeNeii;
2. Tlonw3yembcst MTHTEPHET-UCTOYHHKOM - eNall CChUIKY Ha HETO;
3. OTkpbIBaii TOJIBKO T€ CCBUIKH, B KOTOPHIX YBEPEH;
4. OOpamiaTbcs 32 OMOIIBIO B3POCIIBIM - POJMTENH, ONIEKYHBI U aIMUHUACTPAIIUS CAUTOB BCET/a TIOMOTYT

WNudopmannonHas naMaTka it 00yJaromuxcs A pa3MeIeHns Ha OQHUIHaTbHBIX HHTEPHET-
pecypcax

C KaXIIbIM TOJIOM MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, a IKOJILHUKH OJIHU U3 CaMbIX aKTHBHBIX I10JIb30BaTEsICH
Pynera. Mexmy TeM, TOMUMO OTPOMHOTO KOJMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPoOIeMbl. JTa maMsTKa
JIOJKHA TIOMOYb TeOe 6e3011aCHO HAXOAUTHCS B CETH.

KomnbroTrepHble BUPYCHI

KoMnbroTepHsIi BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MTPOrPaMM, OTIIHUHUTEIBHON 0COOCHHOCTHIO KOTOPO
SBJISETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B 1onoHeHne Kk 3ToMy, BUPYCBI MOTYT ITOBPEUTH WIN MOJHOCTHIO YHUUTOXKUTD
Bce (paiiisl 1 TaHHBIE, TIOJKOHTPOIBHEIE TOJIb30BATEIN0, OT UMEHH KOTOPOTO ObIIa 3amyIieHa 3apaXkeHHas IporpaMMa, a
TaKOKe MTOBPEIUTH WU JaXKe YHUUTOXKUTH ONIEPAllMOHHYIO CUCTEMY CO BceMH (aiinamu B LiesioM. B GonbiiuHCTBE Ciiydyaes
pacIpoCTPaHAOTCSA BUPYCHI YepPe3 HHTEPHET.

MeTob! 3aIUTHI OT BPEAOHOCHBIX IPOTPAMM:

1. Hcnone3yii coBpeMeHHbIE OIIEPALUOHHBIE CUCTEMBI, UIMEIOIIE CEPbE3HBII YPOBEHD 3aLUThI OT BPEJOHOCHBIX
IporpamM;

2. TlocrosHHO ycTaHaBIHBa MauTH (IM(POBBIC 3AIIATKH, KOTOPEIE aBTOMAaTHYECKH yCTAHABIUBAIOTCS C IEIBI0
JN0pabOTKU MPOrpaMMBbl) U Ipyrue OOHOBIICHUS CBOEH omepannoHHON cucteMbl. CKaunBail UX TOJBKO € OQHIHAIBEHOTO
caiita pa3paboranka OC. Ecin cymecTByeT pesxuM aBTOMaTHYECKOTO OOHOBJICHHUS, BKIFOYH €T0;

3. Paloraii Ha cBoeM KOMIBIOTEPE MOA IpaBaMH MOIb30BATENs, @ HE aAMUHUCTPATOPA. DTO HE MO3BOJIUT OOJIBIIHHCTBY
BPEJOHOCHBIX IIPOrPaMM MHCTAJUIUPOBAThCs Ha TBOEM IIEPCOHAILHOM KOMIIBIOTEPE;

4. MHcnonb3yil aHTUBHPYCHBIE IPOrPAMMHBIE IPOAYKTHI U3BECTHBIX IIPOU3BOIUTEINEH, C aBTOMATHIECKUM OOHOBIICHUEM

6as;

Orpaandb GH3UIECKUH JOCTYI K KOMIBIOTEPY A IIOCTOPOHHHUX JIHIT;

6. Hcnonb3yii BHEIIHUE HOCUTENH HH(OPMAIH, Takue Kak (ierika, Juck win (aiiia U3 HHTepHEeTa, TOJIBKO U3
IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBail KOMITbIOTEpHBIE (DaiiIbl, MOTyYEHHBIE U3 HEHAEKHBIX HCTOUYHHUKOB. Jlaxke Te (aiibl, KoTopble mpucal
TBOM 3HaKOMBIH. Jlyullle yTOUHM y HETo, OTIPABIILI 1M OH TeOe UX.

o

Ceru WI-FI
Wi-Fi - 510 He Bua nepeayn TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb Open, Mmapka. Emte B 1991 rony HuaepiaHackast
koMmanus 3aperucrpuponana openn "WECA", uro o6o3Ha4ano cinoBocoueranue "Wireless Fidelity", koTopbrii
HepEeBOIUTCS Kak "0ecrpoBOIHAs TOUHOCTH.
Jlo Hamero BpeMeHH JoluIa apyras ab0peBuarypa, KoTopas sBJISeTCs TaKOH JKe TeXHONorHei. 1o abbpeBuaTypa "Wi-
Fi". Takoe Ha3BaHue OBLIO TAHO C HAMEKOM Ha CTaHAAPT BhICIICH 3ByKoBO# TexHHKH Hi-Fi, uTo B mepeBose o3HavaeT
"BBICOKasi TOYHOCTB".
[a, GeculaTHBIN HHTEPHET-IOCTYH B Kade, OTeIIX U adporopTax SABIIeTcs OTIMYHON BO3MOXKHOCTBIO BEIXO/A B
uHTepHeT. Ho MHOIrHe 3KCIepThl CUUTAIOT, yTo o0mmeaocTynHble Wi-Fi ceTu He SBIIIOTCS 6€30IaCHBIMU.
Cogertsl 10 6e30macHOCTH PaboThI B 00mIeA0CTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHy0 HH(MOpMaLUIo uepes obmenoctynssle Wi-Fi ceru. PaboTas B HUX, *KelaTeabHO He

BBOJIUTH [1APOJIU JIOCTYIIA, JIOTHHBI U KaKHE-TO HOMEPa,
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Hcnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIC IPOrpaMMBbl B OpanaMayep. TeM caMbIM Thl 00€30macuIlb ceOsl OT 3aKaUYKU
BUpYCa Ha TBOE YCTPOICTBO;

ITpu ucnonszoBannu Wi-Fi otkitoun ¢pyukiuro "OOmmid goctyn K ¢aitnam u npunrepam". JlaHHas GyHKIUS 3aKpbITa
M0 YMOJTYaHHIO, OTHAKO HEKOTOPBIC TOJIb30BATEIM aKTUBHPYIOT e¢ IS yI00CTBa UCTIONBb30BaHMUS B paboTe win yueoe;
He ucnonp3yit myommunsiii WI-FI ai1s mepenauu TUYHBIX JaHHBIX, HATIPUMEP JUIS BBIXOZA B COLMANBHBIC CETH WU B
JNIEKTPOHHYIO MOUTY;

Hcnone3yit Tonbko 3amuiienHoe coeaunenne uepes HTTPS, a ue HTTP, 1.e. npu Habope BeG-aapeca BBOAN KMEHHO
"https://";

B MoGunsHOM Teredone otkiaroun GyHkiuo "Tloakmoyenue k Wi-Fi aBromarndeckn". He nomyckait
aBTOMATHYECKOTO TTOJKITIOYCHUsI yCTPOUCTBa K ceTsiM Wi-Fi 6e3 TBoero cormacust.

CounasnbHble CeTH
CounanbHbIe CETH aKTUBHO BXOAT B HAIIY KH3HB, MHOTHE JIIOJH pabOTAIOT M )KHUBYT TaM HOCTOSIHHO. MHOTHE
TMOJTE30BATENH HE IOHUMAIOT, YTO HH(OpMAIHsl, pa3MEIICHHAS MU B COIIMANTBHBIX CETAX, MOXET ObITh HalijiecHa 1
UCIIOIb30BaHAa KEM YTOJHO, B TOM YHCIIe He 00s3aTeNbHO ¢ OIaruMy HaMEPEHUSIMU.
OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLIMAIIBHBIX CETSX:
OrpaHuyb CIIHCOK Jpy3ei. Y Te0s B Apy3bsX HE JOJDKHO OBITh CITy4ailHBIX M HE3HAKOMBIX JIIOZICH;
Samuinait CBoIo yacTHYI0 *%u3Hb. He ykasbiBail maposu, TenedoHsbl, aapeca, 1aTy TBOSTO POKISHHUS U IPYTYIO THUHYIO
nH(opMaLyio. 3IOYMBIIUICHHUKH MOTYT HCIIOIB30BaTh Jaxke HH)OPMAIHIO O TOM, KaK THl H TBOH POJIUTEIN
TUIAHUPYETE MPOBECTH KAHUKYJIbI;
3amuImaii CBOIO peryTanuio - IepXKH ee B YHUCTOTe U 3a7aBaii cede BOIpOoc: XOTelN OBl ThI, YTOOBI IpyTHe MOIb30BaTEIH
BUJICJNH, 4TO ThI 3arpyxaeiib? [ToxyMmaii, mpex/e 4eM 4T0-TO OMyOIMKOBATh, HATUCATD U 3arPy3UTh;
Ecnu TBI TOBOPHUILE € JIOABME, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH CBOE PEeAbHOE UMS H APYTYIO JINIHYIO
HH(OPMAITHH: UMs1, MECTO JKUTENBCTBA, MECTO y4eObl U mpouee;
N36erait pasmenienus Gortorpaduii B UHTEpHETE, TI€ TH H300pakeH Ha MECTHOCTH, TI0 KOTOPOH MOYKHO OTIPEICIIUTh
TBOE MECTOTIOJIOKECHUE;
[Ipu perucTpanny B CONUATLHON CETH HEOOXOIMMO HUCIIONB30BaTh CJIOKHBIE MAPOJIH, COCTOSIINE U3 OyKB U Iudp U ¢
KOJITYECTBOM 3HAKOB He MeHee &;
J7st conpanbHOM ceTH, MOYTHI M APYTUX CAHTOB HEOOXOANMO HCIIONIB30BATh pa3Hble mapoiu. Toraa ecian Teds
B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH TTOJYYaT JOCTYI TOJBKO K OJTHOMY MECTY, a He BO BCE Cpasy.

DNEeKTPOHHbBIE IEHBIU
ONeKTpOHHbIE JEHBTH - 3TO OUeHb YJOOHBIH CIIOCO0 MTaTexei, 0JHAKO CYMECTBYIOT MOIICHHUKH, KOTOPBIE XOTAT
HOJTY4UTh 3TH JICHBTH.
OneKTpOHHbIE AEHbI'H MOSBHIMCH COBCEM HEJaBHO U HMEHHO M3-3a 3TOT0 BO MHOTUX FOCYAapCTBax O CUX IIOp HE
TPONHCAHO PO HUX B 3aKOHAX.
B Poccuu ke oHU (QyHKIIMOHUPYIOT U O HAX YK€ IPOIMCAHO B 3aKOHE, TAE UX Pa3AelsIoT Ha HECKOIBKO BU/IOB -
AaHOHHMMHEIE ¥ HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHHMHBIC - 3TO T€, B KOTOPBIX pa3peraeTcs MPOBOJUTE OMEePATIHT
6e3 uneHTu(UKaIMY 0Ib30BaTENIs, a B HEAHOHUMHBIX MICHTH(UKANNS 0JIb30BaTels SBISIETCS 00sI3aTeIbHOM.
Taxoke crexyer pa3nudaTh 3IEKTPOHHBIC (hHATHBIE ICHBTH (PABHBI TOCYIAPCTBEHHBIM BaIIOTaM) H JIEKTPOHHBIE
HeduaTHbIC NeHbTH (HE PaBHBI TOCYIapCTBEHHBIM BaTIOTaM).
OCHOBHBIC COBETHI 110 O€30ITaCHOH PaboTe C ANMEKTPOHHBIMH JACHBIAMH:
IMpuBspku Kk cueTy MOOUNBHBII TenedoH. DTo caMblil yIOOHBIH 1 OBICTPHIN CIOCOO BOCCTAHOBUTH JIOCTYII K CUETY.
ITpuBs3anHblil Tene)OH MOMOKET, €CIIU 3a0yAelllb CBOMU MIaTEKHbIH IapoJib WK 3aliIeIIb Ha CAalT C HE3HAKOMOTO
ycTpoiicTBa;
Hcnons3yil onHopasoBsle napoiu. ITocie nepexona Ha yCUIEHHYIO aBTOPU3ALUIO TeOe yxKe He OyleT yrpoxKaTh
ONACHOCTh KPaXkH WJIH IIepexBaTa IIATEeKHOTO MapoJis;
Br16epu croxHbIi mapons. [IpecTymHukaM OyaeT He IPOCTO yrafaTh CIOXKHBIA Mapoib. HajgexHble mapoi - 3To
[IapoJIH, KOTOPBIE COAEPIKaT He MEHee 8 3HaKOB M BKIIIOYAIOT B ce0sl CTPOYHbIE U IPONUCHBIC OYKBBI, TU(PHI U
HECKOJIbKO CHMBOJIOB, TaKHe KaK 3HAaK JoJuiapa, GpyHTa, BOCKINIATENbHBII 3HaK U T.1. Hanpumep, $tROng!;;
He BBOIM CBOM JMYHBIE JaHHBIC HA caiiTax, KOTOPBHIM HE JOBEPSICIIb.

DneKTpoHHas! Mo4Ta
DNeKTpOHHAs MOYTA - 3TO TEXHOJIOTHUS U MPEIOCTABIIEMbIE €10 YCIYTH M0 NMEPEChUIKE U MOTYYSHUIO SIIEKTPOHHBIX
COOOLICHUH, KOTOPBIE PACHIPEACISIOTCS B KOMIBIOTEPHO# ceTH. OOBIYHO 3JIEKTPOHHBII MOYTOBBIN SAIIUK BBITJISAUT
CJIeTYIOMUM 00pa3oM: HMs_TOJTE30BaTeNs(@UMsL_JToMeHa. Taxoke KpoMe Iepeadn IPOCTOTO TEKCTa, HMEETCsI
BO3MOKHOCTH IlepeiaBath (ailsl.
OCHOBHBIE COBETHI 10 0€301aCHO paboTe ¢ IITEKTPOHHOMN MOYTOM:
Hano BbIOpaTh NMpaBMIIBHBII TOYTOBBIN CEpBUC. B MHTEPHETE €CTh OTPOMHBIN BBIOOP OECIUIATHBIX TOYTOBBIX CEPBUCOB,
OJIHAaKO JIy4llle JOBEPATH T€M, KOO 3Haellb U KTO MEPBbIi B pEHTHHTE;
He yka3biBaii B TU4HON MoYTe IMUHY0 HHPopManuoo. Hanpumep, iydiie BeIOpaTh "My3bIKalbHbIH_(aHaT@" nin
"pox2013" BmecTo "Temal3";
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Vcnonb3yit AByX3TaNHYIO aBTOPU3AIMIO. DTO KOT/Ia IOMUMO I1apoJis HY>)KHO BBOJIUTH KO/, TIpUChUIaeMblii o SMS;
Br1bepu croxHbli maposts. [ KaXX10ro O4YTOBOTO SIHKA JODKEH ObITh CBOM Ha/le)KHBIH, YCTOHYUBBIN K B3JIOMY
1apoJib;

Ecnu ecTh BO3MOXKHOCTH HalMcaTh CaMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIB3YH ATY BOZMOKHOCTH;

Hcnone3yit HECKOIBKO MOYTOBBIX SIIMUKOB. [1epBhIif 11 4aCTHOM MEPENICKH C aipecaTaMi, KOTOPBIM ThI IOBEPSCIIb.
3TO AIIEKTPOHHBIN aJIpec He HaJl0 UCIIOJIb30BaTh IIPU perucrpanuu Ha popymax u cairax;

He oTkpbIBaii (aiiibl 1 qpyrue BIOKECHUS B MUCbMAX, Ja)Ke €CJIM OHU MPHIILTH OT TBOMX Jpy3eil. JIydle yTo4Hu y HEX,
OTIIPABIISUIN JIX OHM TeOe 3TH (aiinbr;

ITocne okoH4aHus pabOTHI HA TOYTOBOM CEPBHUCE MEPE/I 3aKPHITHEM BKIIAJIKU C CATOM He 3a0y/b HaXaTh Ha "BeridTi".

KubepOyumiHT WM BUPTYaJIbHOE U3/IeBATEIIHLCTBO
KubepOymuHr - npecienoBaHie COOOUICHUSIMH, COACPKAIIMMHI OCKOPOJICHHS, arpecCHIo, 3allyrHBaHue; XyJIUTaHCTBO;
colManbHOe OOHKOTHPOBAHUE C TIOMOIIBIO PA3INYHBIX HHTEPHET-CEPBUCOB.
OCHOBHBIE COBETHI 110 OOpHOE ¢ KUOEPOYITHHIOM:
He Gpocaiics B 601. JIydmnuii cioco0: MOCOBETOBAThCS Kak ce0sl BECTH U, €CJIM HET TOT0, K KOMY MOXKHO 00paTHThCH,
TO BHayaje yCIOKOUThLCS. Eciu Thl HauHeIs 0TBeYaTh OCKOPOIEHUAMH Ha OCKOPOIEHHS, TO TONBKO eIle OoJIbIe
Ppa3oxoKeNb KOH(IHKT;
VYnpasisii cBoelt kubeppenyrarnueii;
AHOHMMHOCTG B ceTH MHUMAs. CyIIEeCTBYIOT CIIOCOOBI BEISICHUTE, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
He crout Bectn xynuranckuii o0pa3 BUPTYaJIbHOU jKU3HU. VIHTEpHET GUKCUPYET BCE TBOM JICHCTBUS U COXPAHSET HX.
VY nanute ux Oyaet KpaiHe 3aTpyAHUTEIBHO;
Co0mtozail CBOIO BUPTYaIbHYIO YECTh CMOJIOLY;
UrHopupyii enuHUYHBINA HeraTuB. OJJHOPa30BbIe OCKOPOUTEIIHHBIC COOOIICHHUS JTyUIlle HTHOPUPOBaTh. OOBIYHO
arpeccus IpeKpallaeTcs Ha HayaJlbHOH cTaauy;
Ban arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIME COOOIEHUSIMH, B COIIMAIBHBIX CETAX €CTh BO3MOXKHOCTh
OJIOKHPOBKHU OTIIPABKU COOOIIEHUI € OIPEICICHHBIX a/IPECOB;
Ecnu 61 cBUneTens kuOepOysuuHra. TBOM NEWCTBHS: BHICTYIIHTB IIPOTHB IPECIIEA0BATENS, TI0KA3aTh €My, YTO €T
JIEWCTBYS OLICHUBAIOTCSI HETATUBHO, TIOAJIEPXKATh )KEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAs IOMOIIIb, COOOIIUTH
B3POCIIBIM 0 (haKTe arpeCCUBHOTO TIOBECHUS B CETH.

MoOunbHEIH TenedoH
CoBpeMeHHbIe cMapT(OHBI U IUIAHIIETHI COAEPIKaT B ceOe BIIOJIHE B3POCIbIH (YHKINOHAN, U TEIEePh OHU MOTYT
KOHKYPHPOBATh CO CTAI[HOHAPHBIMH KOMITbIOTepaMH. OHAKO, CPECTB 3aIIUTHI JUIS MOZOOHBIX YCTPOHCTB MOKA OYCHb
Mayo. TecTrpoBaHne 1 MOKCK YSA3BUMOCTEH B HUX IPOUCXOAUT HE TaK HHTEHCHUBHO, Kak Jurs [1K, To xe camoe xacaercs n
MOOUIBHBIX IPUII0XKEHHUI.
CoBpeMeHHBIE MOOMIIBHBIE Opay3epsl yKe IPAKTHIECKH JIOTHAIHM HACTONbHbIE aHATIOTH, OJTHAKO PacHIUpEeHIe
(yHKIMOHAIA BIEYET 3a CO00H OOJBIIYIO CI0KHOCTh M MEHBIIYIO 3alUIIIEHHOCTb.
Jlarmexo He Bce IIPOU3BOANUTENH BEIMTYCKAIOT OOHOBIICHHS, 3aKPIBAIOIINE KPUTHUECKHIE YSI3BUMOCTH ATl CBOUX YCTPOWCTB.
OCHOBHBIE COBETHI 1J151 0€30MaCHOCTH MOOMIILHOTO TenedoHa:
Hwudgero He sBiIseTCS MO-HAaCTOSIIEMY OecTaTHEIM. Byas ocTopoXkeH, Belb Kora Tede MmpeuiarafoT OecIuIaTHBIH
KOHTEHT, B HEM MOT'YT OBbITh CKPBITHI KaKHe-TO IIaTHbIE YCIIYTH;
Hymait, mpexie ueM oTrpaBuTh SMS, GoTo mmm Buaeo. Thl TOUHO 3HACIIb, T/l OHH OyIyT B KOHCYHOM HTOTE?
Heo6xomumMo 0OHOBIISATH ONIEPAIIMOHHYIO CUCTEMY TBOET0 cMapT(OHa;
Hcrnons3yit aHTHBHPYCHBIE IPOTPAMMBI JUISI MOOMITBHBIX TEJIC(OHOB;
He 3arpysxail npuioxeHust OT HEM3BECTHOTO HCTOYHHUKA, BEb OHU MOTYT COJEPKaTh BPEIOHOCHOE MPOrpaMMHOE
obecrieyeHue;
ITocne TOro Kak THI BEIMAEIIE C caiiTa, TA€ BBOAWI JIMUHYIO HH(POPMANHIO, 3211 B HACTPOIikK Opay3epa U yaauu
cookies;
INeproanuecku NpoBepsiil, Kakue IJIaTHbIE YCIyTH aKTHBUPOBAHEI HAa TBOEM HOMEPE;
JaBait cBOif HOMep MOOHIFHOTO TeseOHa TOJIBKO TIOASIM, KOTOPBIX THI 3HACIIb X KOMY JOBEPSCIIIb;
Bluetooth nomkeH ObITH BBIKIIOUEH, KOTAA Thl UM He HoJb3yembcs. He 3a0bIBaii HHOTAA TPOBEPSTH 3TO.

Online urpst

CoBpeMeHHBIE OHJIAHH-UTPHI - TO KPACOUHbIE, 3aXBATHIBAIOIIHE PAa3BICUCHNUS, 00BEINHSIONIIE COTHH THICSY YeJIOBEK 10
BCceMy MHpY. UTrpoku UcCIeaAyIoT JaHHBIH UM MUp, OOINAIOTCS APYT € IPYTOM, BHIIONHSIOT 331aHUs, CPAKAIOTCS C
MOHCTPaMH H TIOIyYaoT OIBIT. 3a yAOBOJIGCTBUE OHH ILIATAT: MOKYMAIOT AUCK, OIUTAYMBAIOT aOOHEMEHT TN
HIpUOOPETAIOT KaKHe-TO OIIIHY.

Bce aTH cpencTBa HAYT HA MOAJEPKAHUE U PA3BUTHE HIPHI, a TAKXKE Ha CaMy 0e30M1aCHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI
aBTOPH3ALNH, BBIITYCKAIOTCSI HOBBIE MAT4H (IM(POBBIE 3aITATKH JUIS IPOTPAMM), 3aKPHIBAIOTCS yA3BIMOCTH CEPBEPOB.

B 10100HBIX UTPaX CTOHT ONACATHCS HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPaXKH TBOETO MApOJIs, HA KOTOPOM
OCHOBaHa CHCTEMa aBTOPH3aLUH OOIBIINHCTBA UTP.

OCHOBHBIC COBETHI 110 OE30ITACHOCTH TBOETO HTPOBOTO aKKAyHTa:
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Ecnu apyroit urpok Benet cedsl II0X0 WK CO3/1aeT Tede HENPHUITHOCTHU, 3a0J0KUPYH €ro B CIIUCKE UIPOKOB;

IMoxanyiicss aIMUHUCTPATOPAM UIPhI HA IJIOXO0E [IOBEAECHUE STOI0 UTPOKA, SKEJIATENbHO IPUIOXKUTh KaKUe-TO
JI0Ka3aTelIbCTBA B BUJIE CKPHHOB;

He yxa3biBail 1M4uHy0 HHGOPMAIHIO B IIpodaiiie Urpsl;

VBaxail Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeouLIMaIbHbIE TATYU U MOJBL;

Hcmnone3yit CoKHBIE U pa3HBIE APOIIH;

Jaxe BO BpeMs UIpbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Toka Tkl Urpaellb, TBOH KOMIIBIOTEP MOTYT 3apa3UTh.

OUIMHT WM KpaXka JTHYHBIX JTaHHBIX
OO6BIUHOM Kpaxeil IeHer U JOKYMEHTOB CeTOHS YK€ HUKOTO He YAHBHIIb, HO C Pa3BUTHEM HHTEPHET-TeXHOJIOTHH
3JI0YMBIIIICHHUKH IIEPEMECTHIINCh B HHTEPHET, U IIPOJIOJDKAIOT 3aHUMATHCS "TIFOOMMBIM" IEJIOM.
Tak mosiBHIacCh HOBas yrpo3a: MHTEPHET-MOIICHHIYECTBA MM (DHIINHT, TJIaBHAS IIeIb KOTOPOTO COCTOUT B IOMYUCHUH
KOH(H/ICHIIHAIBHEIX JaHHBIX [T0JI530BaTElICH - JIOTHHOB ¥ IapoJeil. Ha anrmmiickoM si3bIke phishing unraercs xak
¢ummHr (ot fishing - pprOHas oS, password - mapoJib).
OCHOBHBIE COBETHI 110 OOpBOE ¢ PUIINHIOM:
Crreniit 3a CBOMM aKKayHTOM. EcIti TBI Ho103peBaelb, 9To TBOS aHKeTa ObLIa B3IOMaHa, TO HEOOXOAUMO
3a0JI0KUPOBATh €€ U COOOIIUTH aJMUHUCTPATOpaM pecypca 00 ITOM KaK MOKHO CKOpee;
Hcnons3yit 6e30macHbIe BeO-CcaifThl, B TOM YHCIIE, HHTEPHET-Mara3HHOB U TOUCKOBEIX CHCTEM;
Hcnonb3yil cnoxHble ¥ pasHble napoiau. TakuM o0pa3oM, eciiu Teds B3JIOMAIOT, TO 370YMBIIUICHHUKH HOTy4aT A0CTYI
TOJBKO K OJTHOMY TBOEMY HPO(HITIO B CETH, a HE KO BCEM;
Ecnu Te6st B310Manu, To He00OX0JUMO IPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE 100aBIIeHbI Y TeOs B PY3bsX, O
TOM, 4TO TeOsI B3IOMAJIH U, BO3MOXHO, OT TBOETO HMEHH OyAeT PacChUIaThCS CIIaM M CCHUIKH Ha (DUITHHTOBBIC CANTHI;
VYcranosu HanexHbli napois (PIN) Ha MoOuIbHBI TenedoH;
OTKII09M cCOXpaHeHHe mapois B Opaysepe;
He otkpbiBaii (ailiibl ¥ Apyrue BIOKEHUS B MUChMAX, 1aXKe €CJIM OHU MPHUIILIM OT TBOUX JApy3ei. Jlydine yTouHY y HUX,
OTIIPABIISUTH JTH OHH TeOe 3TH (ailiib.

Liudposas pemyrarus
IMudposast penmyTaius - 5T0 HeraTUBHAs MM IO3UTUBHAs HHGOpMAaIUs B ceTH o Tebe. KoMmnpomerupyromas
uH(pOpPMAIWS, pa3MeIIeHHas B HHTEPHETE, MOXKET Cephe3HbIM 00pa3oM OTPa3HTHCS Ha TBOCH peanbHOH KU3HH.
"Iudposas pemyranus” - 3T0 TBOH UMUK, KOTOPBIN Gopmupyercs u3 uHpopManuu o Tede B HHTEPHETE.
TBoe MecTO KHUTETbCTBA, yIeOBl, TBOE (PHHAHCOBOE MOJOKEHHE, OCOOCHHOCTH XapaKTepa U pacckasbl 0 OIM3KHX - BCE 3TO
HAKaIUIUBAETCA B CETU.
MHorue NoApOCTKU JIETKOMBICIICHHO OTHOCSATCS K IMyOnuKanuy 1udHoi nadopmanuu B HTepHETE, HE TOHUMAs
BO3MOJXKHBIX NocnencTBuif. THI Jaxke HE CMOXKEIIb JOTafaThCs O TOM, UTO (oTorpadus, pa3MenieHHas 5 IeT Ha3a, cTala
IPUYUHON OTKa3a NPHHATH TeOs Ha paboTy.
KommenTapun, pasmenienue TBoux (ororpaduit u qpyrue neificTBHSA MOTYT He HCYE3HYTH Jaxe IOCNIe TOTO, KaK ThI HX
yaanuiib. Tl He 3Haelllb, KTO COXpaHWI 3Ty HH(OpMaIHIO, II0NaNa U OHA B IIOMCKOBBIE CUCTEMBI M COXPAHHUJIACH JIM OHa,
a TIIaBHOE: YTO MOAYMAIOT O TeOe OKPY-KafOIIHe JIFOIH, KOTOPBIe HAlayT u yBHAAT 3T0. HaliTn nH(OpMAanuio MHOTO JieT
CITyCTSI CMOXKET 1000 - Kak U3 10OpBIX MOOYXKICHNUI, TaK M C HAMEPEHHEM IIPUYUHUTH BPeJ. ITO MOXKET OBITH KTO
YTOJHO.
OCHOBHBIEC COBETHI 110 3alUTe L[UPPOBOH pemyTanuu:

IMoxymaii, npeskae yeM 4To-To IIyOIMKOBATh U IepeaaBaTh y ce0sl B O10re WK B COUUAIbHON CETH;

B HacTpoiikax npoQuis yCTaHOBH OTpaHUYEHHS Ha IPOCMOTP TBOETO NPOGMIISL U €T0 COASP)KUMOTO, ClieNall ero

TOJIBKO "i1st Apy3eit”;

He pa3memaii u He yka3bIBail HHPOPMAIUIO, KOTOPasi MOXKET KOT0-JIM00 OCKOPOJISTh HIIM OOMKATb.

ABTOpCKOE 1TPaBo

CoBpeMeHHbIC IKOJILHUKY - aKTHBHBIE TI0JIb30BaTe M UPPOBOro npocTpaHcTsa. OIHAKO JaJIeKO HE BCE 3HAKOT, UTO
MOJIb30BaHNUE MHOTMMH BO3MOKHOCTSAMH IIH(PPOBOro Mupa TpedyeT coOIr0IeHHS MTPaB Ha HHTEIUICKTYAIbHYIO
COOCTBEHHOCTb.

TepMuH "HHTEIUIEKTYyaIbHAS COOCTBEHHOCTB'" OTHOCHUTCS K Pa3JIMUHBIM TBOPCHHUSM YEJIOBEYECKOTO YMa, HAYMHAS C HOBBIX
M300peTeHni 1 3HAKOB, 0003HAYAOIIUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIIYTH, U 3aKaHUMBask KHUramMu, poTorpadusMu,
KUHO(UIIBMaMH U MY3bIKQJIbHBIMH MTPOU3BEICHHUSIMU.

ABTOpCKHeE TpaBa - 3TO IPaBa Ha HHTEJUIEKTYIbHYIO COOCTBEHHOCTh Ha MTPOU3BEICHUS HAYKH, JINTEPATYPHI U UCKYCCTBA.
ABTOpCKHE TpaBa BBICTYNAIOT B KAYECTBE TapaHTHU TOTO, YTO MHTEIUIEKTYaIbHBIA/TBOPUECKUI TPyl aBTOpa HE OyaeT
HaIpacHbIM, IaCT €My CIIpaBeIMBbIe BO3MOXKHOCTHU 3apaboTaTh Ha Pe3yJibTaTaX CBOErO TPYAa, IOIYYUTh H3BECTHOCTD U
npu3HaHue. Hukro 6e3 pasperieHus: aBTopa He MOKET BOCIPOU3BOIUTH €ro MPOU3BEACHUE, PACTIPOCTPAHATD, MyOIUYHO
JIEMOHCTPHPOBATh, IPO/1aBaTh, UMIIOPTHPOBATH, ITyCKATh B IPOKAT, IYOJUYHO UCIIOIHSATD, IIOKAa3bIBATH/UCIIOIHATh B
a¢upe unn pa3meniate B IHTEpHETE.



HWcnonp3oBaHue "MupaTcKoro” mporpaMMHOro o0ecreueH st MOXKET MPUBECTH K MHOTUM PHCKaM: OT IOTEPH JaHHBIX K
TBOMM aKKayHTaM 10 OJOKHPOBKM TBOETO yCTPOICTBA, I/ie YCTAaHOBIIEHA HelleraibHas nporpamma. He crout takxe
3a0bIBaTh, YTO CYLIECTBYIOT JIerajbHble U OeCIUIaTHBIE TPOTPaMMBbI, KOTOPbIE MOKHO HAHTH B CETH.



